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1. Operating Systems:

a. Windows 8
b. Windows 10

2. Browser:

a. Google Chrome(Latest Version)
b. Microsoft Edge(Latest Version)
¢. Motzilla Firefox(Latest Version)

3. Minimum System Configuration:
a. CPU speed of 2.0 Ghz
b. USB Ports
c. 2 Gb of Memory(RAM)

4. PKI eToken Drivers:
4+ To enable successful PKI based log-in, the eToken drivers has to be installed and
configured in the Internet Browser. For more information, refer installation guide
provided during first log-in.
4+ Supported Java Runtime Environment - Java JRE 8 and above

5. Recommended Internet Connectivity:
4+ 1 Mbps Broadband Internet Connection

6. JavaSettings:
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b. If by default Adjust your computer’s settings selected as Large icons or Small icons
under the “View by”drop down menu given on the right side of the page then click on
the Java app to open the Java Control Panel for site setting.
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c. If by default Adjust your computer’s settings selected as Category under the “View
by” drop down menu given on the right side of the page then click on the Programs
and then clicks on Java app to open the Java Control Panel for site setting.
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d. Click on Java App to open the Java Control Panel for establish the site setting.
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e. On the Java Control Panel, click on to the Security Tab to add the URL of the e-
Auction Portal of Delhi Development Authority.

| £ Java Contral Panel - et
General Update Java Security Advanced

Enable Java content for browser and Web Start applications

Security level for applications not on the Exception Site list

() Very High

| Only Java applications identified by a certificate from a trusted authority are allowed to run,
and only if the certificate can be verified as not revoked.

® High
Java applications identified by a certificate from a trusted authority are allowed to run, even
if the revocation status of the certificate cannot be verified.

Exception Site List
Applications launched from the sites listed below will be allowed to run after the appropriate
security prompts.

https:/fddaeauction.ewizard.in/ ~
https:/fdopcivil. euniwizarde.com
https: {flivedemo. euniwizarde. com b
Restore Security Prompts Manage Certificates. ..
OK Cancel Apply
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f. ByclickingEditSiteList, Exception Site List window will appear where Delhi
Development Authority Website URL i.e. https://ddaeauction.ewizard.in/ has to be
placed by simply clicking Add tab.

| £ Exception Site List x

Applications launched from the sites listed below will be allowed to run after the appropriate security
prompts.

Location

https://ddaeauction.ewizard.in/ ~
https: //dopcivil. euniwizarde.com

https: /flivedemo. euniwizarde. com

https: //mhrd.euniwizarde.com

https: //moefcc. euniwizarde. com

https: //nib. euniwizarde. com

https: //petroleum. euniwizarde.com
ttos: firec, ewizard.ind

v

Add Remove

Ul FILE and HTTP protocols are considered a security risk.
We recommend using HTTPS sites where available.
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g. Inthe Advanced Section, kindly check the options as given below in figures.

|£/ Java Control Panel - x

General Update Java Security Advanced

Debugging
Enable tradng
Enable logging
Show applet lifecycle exceptions
Java console
(@) Show console
() Hide console
“(") Do nat start console
Default Java for browsers
- -4/ Microsoft Internet Explorer
L[ Mozl family
Shorteut Creation
(@) Mlways allow
() sk user if untrusted
() Always ask user
-(_) Never allow
JNLP File/MIME Assodation
(@) Mlways allow
() Prompt user
(") Never allow
Application Installation
(@) Install if hinted
() Install if shortout created
(") Install if hinted and shartcut
(") Never install
E;(ecuﬁon Environment Security Settings v
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|;-fa| Java Control Panel — Y

General Update Java Security Advanced

+() Do not check (not recommended) ]
Check for signed code certificate revocation using
{0) Certificate Revocation Lists (CRLs)
-(_) Online Certificate Status Protocal (OCSP)
(®) Both CRLs and OCSP
Perform TLS certificate revocation checks on
") Server certificate anly
(@) All certificates in the chain of trust
-++{_) Do not check (not recommended)
Check for TLS certificate revocation using
-+() Certificate Revocation Lists (CRLs)
{0) Online Certificate Status Protocol (OCSP)
-(®) Both CRLs and OCSP
Advanced Security Settings
~[] Enable the operating system's restricted environment {native sandbox)
-] Use certificates and keys in browser keystore
-] Enable blacklist revocation check
-[#] Enable caching password for authentication
-[] Use S5L 2.0 compatible ClientHello format
[ Use TLS 1.0
UseTLS 1.1
~[AUseTls 1.2
Use TLS 1.3
Miscellaneous
] Store user settings in the roaming profile
- Place Java icon in system tray v
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For any technical assistance, kindly contact at our helpdesk:-
Technical Helpdesk - 301-302, 3rd Floor,

The Cloverleaf, Plot no.37,

Sector-11, Dwarka,

New Delhi - 110075

Contact No.: 9355030617,

9355030616,9355030630

Tel: 011-49606060

Email ID - ddaeauction@ewizard.in



