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DSC Signer Service

Following are the key steps in DSC Signer Service installation for E-Office

Installation of java

Installation of DSC Signer Server

Manually START the DSC Signer Service Installer

Add a self-signed certificate for https in chrome browser & actions to import
SSL certificate

Token Driver Installation

Register DSC certificate in eFile
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Step 1: Installation of java

e Locate the java setup from the downloaded bundle.
e Double click on the Java setup for installation

| £ JavaSetupBu2ll 6/4/20196:12 PM Application 1,996 KB

FIG-1

e After the above step, click on install as shown in fig-2(a)
Java Setup - Welcome E@@

Welcome to Java - Updated License Terms

The terms under which this version of the software is licensed have changed.
Updated License Agreement
This version of the Java Runtime is licensed only for your personal (non-commercial) desktop and laptop
use,

Commercial use of this software requires a separate license from Qracle or from your software vendor.
Click Install to accept the license agreement and install Java now or click Remove to uninstall it from your
system.

Mo personal information is gathered as part of our install process. Details on the information we collect

[] change destination folder Install ] [ Remave

FIG-2(a)



Installation will start as shown in Fig.2(b).
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Java Setup - Progress

Status: Installing Java

S

3 Billion

Devices Run Java

{
=’]ava #1 Development Platform m

FIG-2(b)
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e When above steps are completed then a box appears with the text:
“Successfully installed Java”.
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Java Setup - Complete

\/ You have successfully installed Java

You will be prompted when Java updates are available. Always install updates to get the latest performance
and security improvements.
More about update settings

Close

FIG-3



Step 2 : DSC Signer Server installation

e Locate the DSC_Signer_Service.exe file from the downloaded bundle.
e Double click on the DSC_Signer_Service.exe to start the installation as

shown in Fig.4.

Mame . Date modified Type Size
E DSC_Signer_Service 4/8/2019 9:51 AM Application 24116 KB
FIG-4

e [or a custom installation, click Browse (') button, select the directory as
shown in Fig 5 and click Next () button.

OR

For default installation, click Next () button, as shown in Fig.5

— >

Setup will install DSC Signer Service Installer in the following folder, To install In a different
folder, click Browse and select another folder, Click Next to continue.

n DSC Signer Service: Installation Folder

Destination Folder

Browse...

ram Files {(x86

Space required: 22.1MB
Space avallable: 392.1 GB

FIG-5



e DSC Signer Service: License Agreement window appears, read the
agreement and click | Agree () button as shown in Fig-6

[E] DSC Signer Service: License Agreement — X

linstructions: ~

1. DSC Signer Service uses port 55100 for HTTP & 55101 for HTTPs.
2., This service will be consumed by any eOffice web application using DSC.
3. User can't use DSC without installiing this service.

NOTE: For more information kindly go through the Dsc Installation Guidelines document,
URL to download Dsc Installation Guidelines: hitps: //docs eoffice gov.in/
Go to DSC -> DSC Signer Service (V4.0) User Guidelines

OR v
Readme

T e

FIG-6

e The process may take some time for the complete installation, click on OK
on the DSC Signer Service pop-up implying creation of shortcut on user’s

desktop as shown in Fig-7

Create shortcut: C:\Users\DELL \Desktop\DSC Signer Service.ink

| SH I DSC Signer Service <

a A shortcut has been created on the Desktop for DSC Signer
Servie

< Back Close Cancel

FIG-7




e Click Close () button (Fig.8), the DSC Signer Service is successfully

installed
n DAC Signer Service: Completed —

o

Completed

FIG-8
e This completes the installation of DSC Signer Service for Windows user(s)
e A shortcut is created on the desktop, named DSC Signer Service.
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DSC Signer
Service

FIG-9



Step 3: Manually START the DSC Signer Service
Installer

e Double click the desktop icon “DSC Signer Service”.
e The service will take few seconds to start.

e A message prompts “DCS Signer Service started successfully”, as shown in

Fig-10
Information =S|

':\!jw' DSC Signer Service started successfully.

OK

FIG-10



Step 4 :Add a self-signed certificate for https in
chrome browser & actions to import SSL certificate

e Open the Chrome browser and enter the URL
https://127.0.0.1:55101/check/isLive as shown in Fig 11

1 ]

FIG-11

e The browser will notify the user to add the exception into the list (Fig 12)

e Click Advance () button to add an exception (Fig 12)

e A message box appears, click Proceed to 127.0.0.1 (Unsafe) () button as
shown in Fig 12


https://127.0.0.1:55101/check/isLive

A

Your connection i1s not private

' 127.0.0.1 (for example

= 127,001 t ecurt ert

FIG-12
e The browser will confirm and displays the message “Success” as
shown in Fig 13

FIG-13

e Additionally, go to browser and type “chrome://flags/#allow-insecure-
localhost” in address bar.

e Searched flags screen will appear highlighted in yellow, select
Enabled to allows requests to localhost over HTTPS even when an



selfsigned certificate is presented— Windows

Q seach to Post 1 5 Celult

| Wkorm ervebd owatcates for revaascss i frees lecabos,
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Step 5:Token Driver Installation

The token drivers will get installed automatically based on the operation system
currently running in your system, once you plug in the DSC USB Driver to the
USB port.

Step 1: Plug-in the DSC USB Driver which you have got from eMudhra. The drive
will run automatically and the user will see the below pop-up (TD. Figl).

I3 AutoPlay (= || = | &2 |

CD Drive (F)) WD PROXKey

1 &
Always do this for software and games:

Install or run pregram from your media

Run Setup.exe
l :| Publisher not specified

General options

Open folder to view files

| using Windows Explorer

View more AutoPlay options in Control Panel

TD. Figl

Step 2: Click on Open folder to view files to exploder drive’s content (TD. Fig2).



(:K)ﬂﬂ v Computer » CD Drive (F:) WD PROXKey

Organize v Share with +
Y Favorites Marme . Date modified Type Size
Bl Desktop £ | Autorun 7/3/2018 8:15 AM Setup Information 1KB
& Downloads I3 PROXKey 8/17/2016 8:41 AM  Icon JKB
2l Recent Places I Setup 8/17/2016 8:41 AM  Application 40 KB
4 | Setup 8/17/2016 8:41 AM  Configuration sett... 1KBE
il Libraries I WD_PROXKey 7/20/2018 6:42 AM  Application 1,881 KB
@ Documents
Ji Music
[E=| Pictures
B8 Videos

- Computer
&, Local Disk (C:)
—w Local Disk (D:)
IE CD Drive (F:) WD PR

ﬁ'"! Network

(TD.Fig2)

Step 3: Double click on Setup (Type: Application) to start the setup. Allow all
further pop-ups regarding the concerned Setup. After all the steps, the user shall
see the following pop-up (TD.Fig3) denoting successful installation.

1 Install ProxkKey Token Tool [l = || == |

Watchdata

V PROXEKeyw Token Tool installed successtully

TD.Fig3

Step 4: Click on Finish. Once you install the token drivers, restart the system once.



Step 6: Reqister DSC certificate in eFile

For re-registration of DSC certificate in eFile, perform the below mentioned
steps:-

e Open URL https://ddaeoffice.org.in

@ httpsy)
< CcC &

FIG-15

e Enter your credentials and click on login. (Only the username should be
entered in the Login ID field not the Domain name (@nic.in / @gov.in))


https://ddaeoffice.org.in/

E-Office home screen appears, click on file management system as shown in
fig-16
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DIRECTORY CONTACT EMPLOYEE SERVICES  QUICK LINKS

[ Qite of theweek | To succeed in your mission, you must have single-minded devotion to your goal. - Abdul Kalam
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€ eoffice Services
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» IT Policy for Laptop allocati i to Director & equi and above
» File Management System officers in DDA, A
News
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In the available options on the left navigation pane, click on DSC
H eFile version 56 Advanced | @ @

Date Range ; 26/07/2016 To 18/09/201%
s ) || Recdive | Send Back | Send | View | Move To | More | Hierarchical View | iy Fies v
Files (] -rﬁg""’“t” ~ File Number ~  Zubject ~ Sent By, ~Zent on ~ Due O Read Gn
Migrate (=] E 45814 implementation of & office RASHID RAINA,ADMIN123 15/05/15 02:17 oM - 16/09/15 11
Dispatch = E 45812 eoffice training programme. RASHID RAINA,ADMIN12Z 15/09/19 01:38 PM - 15/09/13 0
— § @ e Test File i 15M AMIT KUMAR KAKRANTECH  14/03/19 03:32 oM - 14/03/15 0
_ E 45810 eOffice Training Programme for 41T KUMAR KAKRAN,8974874 14/08/19 01102 PM - 14/03/15 0
Settings = K&K
E 45575 Aponitment AMIT KUMAR KAKRAN, TECH 28/08/13 04:17 PM - 28/08/13 O
Notification =
E 26124 abedefghil AMIT KUMAR KAKRAN,TECH  22/08/15 100 - 24/08/15 1
Ext Department (%] E 43661 demo testing AMIT KUMAR KAKRAN,TECH  20/08/15 05: - 20/08/15 0t
Audit = E 37765 Eoffice CAG test file AMIT KUMAR KAKRAN, TECH 19/06/18 12:04 PM - 19/06/18 1!
LEGEND y M OutToday M MostImmediate Ml Immediate & Action Initiated Other Department By Files with Draft [} Draft Note
Yellow Note External Files

Subject Category ACR Right To Informatien Court Cases Parliament Matters




In the resulting dropdown, click on DSC REGISTRATION

Date Rangg : 26/07/2016 To 19/09/2019

Receipts ( Receive | Send Back | Send | View | Move To | More | Hisrarchical View | 1y Files v
Files o '?Tmm ~ File Number ~  Subject ~ Sent By ~ Sent On ~ Due O Read On
: = . A-15015/1/2013-ABMIN-home-Govt of
Migrate File @ £ 45814 cmesiene implementation of e office RASHID RAINA,ADMIN123 15/09/19 02:17 BM - 16/08/19 11
Puducherry

Dispatch [B] E 45812 A-32012/1/2013-ADMIN-home-Govt of Puducherry eofiice training programme RASHID RAINA,ADMIN123 15/05/15 01:28 BM - 15/05/13 0
e =l % £ E asie: 222-02006/1/2015-ADDL-OFC-12224 [BF Test File in 1SM AMIT KUMAR KAKRAN,TECH  14/03/19 03:32 BM - 14/09/15 0
} DSC Registration ] A E 45810 A-11011/1/2018-ADDL-OFC-12224 €Office Training Programms for AMIT KUMAR KAKRAN, 8374874 14/09/15 01:02 BM - 14/09/15 0
Settings a E 45575 orig/1/2018 Br Apenitment AMIT KUMAR KAKRAN, TECH 28/08/1% 04:17 PM - 28/08/19 0

[m] £ 26134 A-11011/657/2017-OFFICE 3-TRG abedafghifkl AMIT KUMAR KAKRAN,TECH  22/08/1% 10:26 AM - 24/08/15 1.
Notification i

a E 43861 1104 Br 4 dema testing AMIT KUMAR KAKRAN, TECH 20/08/19 05:08 PM - 20/08/19 0!
Ext Department =] £ 27765 A-12011/2/2018-TECHNICAL-Govt of Puducherry Eoffice CAG test fils AMIT KUMAR KAKRAN,TECH  19/06/18 12:04 BM - 19/08/18 1.
Audit

LEGEMD Priority B Out Today B Most Immadiate B Immediate § Action Initiated £% Other Department By Files with praft [E! Draft Note

Yellow Nate External Files
Subject Category ACR Right To Information Court Cases Parliament Matters

The Certificate Information screen appears, click on Register DSC () link,
as shown in Fig-19
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e The DSC Registration screen appears, wait till the certificates appear and
then click on Register () button associated with the desired DSC certificate,
as shown fig-20

E eFile wrsimss 1
_ DSC Registration
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e The Verify User PIN pop-up appears, enter the User PIN and click Login ()
button, as shown below

__ DSC Reqgistration
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e The Alert box appears, displaying message “DSC Registered successfully”,
click OK (') button as shown in Fig. 22
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FIG-22
e After successful DSC registration, click on Settings in the left navigation
menu as shown in Fig.23

eFile version 55

Type  validity Enroll Date User Name DeActivation Date

<< <> >




¢ In the resulting dropdown, click on Preference as shown in Fig.24.

E eFile version 5. Search

- 098

[
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= Email ) sms @ goth () none  Enter Email
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» Preferences
List View Sattings
b Address Book

B
b User Groups Modz Default

» Deactivate DSC ceope st =
» Transfer DSC Settings
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Authentication ) Signing ) Both
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Editor Setting
b Section Assignment

Exclude Closed Y Noting Expanded View Y Draft Expanded View
¥ Files/Receipts
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e Now click on Signing under the DSC Settings section as shown in Fig 25.

= eFile version55

dst.zoffice @nic.in

Enter Phone Number

FIG-24
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e After doing above steps click on save to complete the process.
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